MUHHUCTEPCBO OBPA30BAHUS 1 HAYKI AMYPCKOM OBJIACTH
TCocymapcTBeHHOE POQECCHOHATBHOE 00pa30BaTelbHOE
aBTOHOMHOE yUpexkJeHrne AMypCcKO# 00J1acTh
«biaroBeleHCKHii MOJUTEXHHUECKHIT KOJLIEINO
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ITPUKA3

«0P» deppart 2018 | Ne 47D
I. briarosermieHck

00 ytBepxaenuu [lonoxeHus
o ciyx0e mHPOPMAITMOHHOM 6e30TIaCHOCTH

B nensx BrIMOIHEHUS TpeOOBaHUM JeHCTBYIONIETO 3aKOHOAATEIECTBA, HHBIX
HOPMAaTUBHBIX IIPaBBIX aKTOB B C(hepe 3aIUThl IEPCOHANBHBIX JaHHBIX U MHON
KOHOUACHIUATBHON HHPOPMAIIH
NPHKA3BIBAIO:

1. Y1BEpauth: » :

1.1. ITonoxerue o ciyx6e nupopmanuonHoi 6ezonacHoctu (Ilpunoxenue 1);

1.2. Cnucousslif cocTaB ciryObI HHGOPMAITHOHHON 0€30I1aCHOCTH;

1.3. ®opmy KypHaja peTUCTPAIMK BhISIBIICHHBIX HAPYIIEHHUH B cepe 3aluThI
IepCOHANBHBIX JAHHEIX U MHOM KoHbHeHpansHoi uHdopmaiuu ([Ipunoxenue 2);
1.4. ®opmMmy axTa BEISIBICHUS HapyIICHUH B cepe 3allUThl HEPCOHANBHEIX JaHHBIX U
HHO KoHpuAeHITHaTbHOH nHbopManmu (Ilpunoxenue 3).

2. PykoBojmTeneM Ciry k061 HE(POPMAMOHHOM 6€30IaCHOCTH HA3HAYUUTH 3aMECTUTEIS
AupexTopa Komiemka o BP (Adanacenxo U.B.).

3. PyxoBomuTermo ciyx651 nHGOpManmonHoii 6e3onacHocT (Adanacenko 1.B.):

3.1. OpraHH30BaTh AEATENLHOCTE CIy K651 HHPOPMAIMOHHOH 6E30IIACHOCTH B
COOTBETCTBHH ¢ yTBepxkAEHHBIM [lonoxenuem;

3.2. B cpok mo 01.04.2018 1. pa3paboTtaTs U MpeACTaBUTh MHE Ha YTBEPKACHHUE IIJIaH
pa6orsl Cityx0b1 nHGopMarrorHoit 6e3omacHoct [ TIOAY BIIK no obecnieuennto
wH(popMaIMoHHOM Oe3omacHocTr Ha 2018 roa.

4. KoHTpOJIb 32 BEIIOTHEHHEM HACTOAIIEr0 MPHKa3a OCTABIIIO 32 CO0OiA.

Hupextop /ﬁ{ %Mg/ | | AN xypun



Ipunoocenue 1 -

x npukazy om 01.02. 2018 2. .N'O 7#-0

IHonoxenue o ciay:k0e HHPOPMAINHOHHOM 0€30MACHOCTH
rocyapcTBeHHOTo NpodecCHOHAIBHOro 00pa3oBaTeJbHOr0 AaBTOHOMHOIO
yupe:xaeHns AMypcKoH 001acTH
«BJaroBenmeHCKHH NOJHTEXHHIECKHH KOJLISLAD

1. Obwue nonoxcenun

Cnyx06a nHGOPMAITUOHHOR 0e301acHOCTH (manee Ciyxba)
obpasoBatensHOro yupexaeHus (gamee Omepatop) cosmaéres B IelaX
BBIIONHEHMST TpeboBaHmi  JelcTByIOIIero 3aKoHOfaTenscTBa Poccuiickoit
denepanuy, HHHIX  HOPMAaTHUBHO-NPABOBHIX  AKTOB,  PErIaMEHTHUPYIOMHUX
obecreuerye 3aMTh HEQOPMAIUH, B TOM 4rciIe obecreueHne 6e30I1acHOCTH IPH
06paboTKE MEPCOHANBHBIX [aHHBIX, a TaKke o0ecrnedeHde 3allUThl H
0e30MacHOCTH MH(POPMAIMOHHBIX TEXHOJIOTMHA M TEXHWYECKUX  CPEICTB,
TIO3BOJIAIOIIMX OCYIIECTBISATE 00PabOTKy TaKUX NEPCOHATBHBIX JTAHHBIX.

2. Cmpykmypa

Ciyx6a HMHGOPMAITMOHHON Ge30MacHOCTH co3aéTcs Ha (YHKIHOHAIBHOMN
OCHOBE, T.e. 0e3 BBIJENEHHUS INTATHRIX €JWHMIl, M BKJIOYACT 3aMECTUTEIL
PYKOBOZHTENs] 06pa30OBaTEBHOTO yUPEKICHAS II0 BOCIHTATENEHONH paboTe (10
BP), 10pucTa, ClIeHUaIICTa 110 KaApaM i CHCTEMHOTO aIMIHHACTPATOpa.

PykoBogctBo Cnyx6oif Bo3jzaraeTcs Ha 3aMECTHTENl PYKOBOAWTEII,
BeJICHHE JOKYMEHTAINH, - Ha IOPUCTA.

3. 3aoauu

OcHoBHEIME 3ama4amu Ciry:KOBI SBIISETCA:

1. PaspaGoTka ¥ peann3anysi KOMIUIEKCA OPraHU3al[MOHHBIX M TEXHAYECKUX
Mep, HallpaBJICHHEIX Ha BHIIOIHEHHE YCTAHOBIEHHBIX TPEOOBaHNH K 00eCIIeYeHHIO
Ge30MacHOCTH U 3alUTe HHGOPMAaNyH, B TOM YHCJIE IIEPCOHANBHBIX TaHHBIX.

2. Ob6ecreuenye IOCTOSHHOIO KOHTPOIs B mojapasfenenusx Onepartopa 3a
BBIIIOJIHEHNEM  YCTaHOBIICHHBIX TpeOoBaHMIi K obecrieueHro Ge30IacHOCTH |
3amuTe NHQOPMAIINY, B TOM YHUCIIE IEPCOHATBHBIX JaHHBIX.

3. Pa3paboTka M BHeCEHHE MNPEIJIOKEHUH PYKOBOJACTBY OnepaTopa o
COBEpIICHCTBOBAHMIO ¥ PAa3BUTHIO KOPHOPATHBHOM CHCTEMBI 0OeCIedeHHs
6€30IIACHOCTH 1 3aIUTH! KHQOPMAIAH, B TOM HHCIe TEPCOHATBHBIX JaHHBIX.



4. Oynkuuu

JIist BHITOJIHEHMS ITOCTaBIeHHBIX 33724 Ciy06a OCyIEeCTBIISEeT CIEAYIOIIHe
(GYHKIIUH. -

1. TOoTOBUT W IpeACTaBIIET Ha PacCMOTpeHHe pykoBoacTBY Oreparopa
IPOEKTHI JIOKATHHEIX HOPMATHBHBEIX aKTOB IO BOIIPOCaM OOECIEYEHMs 3aIlHThI
uH(GOPMAIIUK, B TOM YHCIIE IIePCOHANBHBIX JaHHBIX.

2. OpraHusyeT ¥ TPOBOJUT BO B3aHMOJEHCTBAH C 3aHMHTEPECOBAHHBIMU
ToApasAeIeHUsIME KITacCH(pHUKAIIO HHGOPMAIMOHHBIX CUCTEM Ha TaIle CO3JaHus
HHGOPMAIMOHHEIX CHCTEM M B XOJI€ UX dKCIUTyaTauuy (Ui paHee BBEJICHHbIX B
SKCILIyaTalyio U (WIK).MOAEPHU3UPYEMBIX HH(GOPMAIIMOHHBIX CHCTEM) C IEJIBI0
YCTAHOBJIEHHS. METOIOB U CIIOCOOOB 3alUTHl MHGOPMalUH, HEOOXOMMMBIX I
obecrieuenns Oe30IIaCHOCTH IEPCOHATBHBIX JaHHBIX B COOTBETCTBHH C
YCTaHOBJICHHBIMH TPeOOBaHUAMHU.

3. PaspabaTpiBaeT W peanm3yeT KOMIUIEKC OpPIaHU3AIlMOHHBIX MeEp IO
00eCTeYeHHIO 3aIUThl HHPOPMALIAY OT:

- HETIPAaBOMEPHOTO JJOCTYTIA;

- YVHUUTOXEHUS;

- MOTUGUITUPOBAHMUS;

- OJIOKUPOBAHMS,

- KOTIMPOBAHUS;

- IPeIOCTABIIEHUS;

- paclpoCTpaHeHHUS;

- a TaKKe OT HHBEIX HEIPaBOMEPHBIX JEHCTBHHA B OTHOH.IGHI/II/I TaKOH
HH(bopMam/II/I :

4. Jlna samurel HEGOpPMAIMKM, B TOM YHCIE IEPCOHANBHBIX IaHHBIX oT
HemmpaBoMepHoro gocrymna Ciyx6a obecnieunBaer:

- KOHTpPOIb 32 CTpOrHM coOiofenueM mpuniTtoro Omeparopom llopsika
JoCTyna K KOH(UASHIMaNbHOH mHGbOpManuy, B TOM YHUCIE K TIEPCOHATBHBIM
JIaHHBIM;

- IpefoTBpallieHre HECAHKIMOHMPOBAHHOTO JIOCTyNa K HH(pOpMaluu H
(WK) TIepenayn ee JIUIlaM, He MMEIOMUM IIpaBa Ha JOCTYI K MH(opMarmu;

- CBOEBpPEMEHHOE O0HapyKeHre (paKTOB HECAHKI[MOHMPOBAHHOTO AOCTyIA K
rHGpOpMAIH;

- IpeOympexIeHAe BO3MOXHOCTH  HEONAronpHATHBIX — ITOCIECTBHUMA
HapyIIeHUs TOPSIKa JOCTyIa K HHPOpMAaLUH,

- BO3MOXXHOCTh HE3aMeJJIMTEILHOTO BOCCTAHOBICHHS HH(MOPMAlUH,
MOIU(UITAPOBAHHON WU yHI/I‘ITO)KeHHOI/I BCJIECTBHE HECAHKIMOHUPOBAaHHOI'O
JOCTyTa K Hel. _ |

5. Cunyx06a 1@pd CO3MaHMM ¥  OSKCIULyaTalil  KOPIIOPAaTHBHBIX
UHOOPMAITUOHHBIX CUCTEM:

- CaMOCTOATEIBFHO pa3padaThIBacT U BHG,E[pSIeT METOJIBI U CIIOCOOBI 3aIUThI
uH(bOpPMALiH, COOTBETCTBYIOIINE YCTAHOBICHHBIM TPEOOBAHMUAM,;



- COTTIACOBELIBAET HCIIOIHUTENIO TUIAHUPYEMBIE I UCIOAL30BaHus B IEIAX
3ammThl MHGOPMAIME METOABl M CHOCOOBI IPY YCIOBHHM HMX COOTBETCTBHS
YCTaHOBJICHHBIM TpeOOBaHUIM. '

6. Cyxb6a: -

- paspabaThiBacT W peann3yeT Mephl OPraHH3aLUOHHOIO W TEXHUIECKOTO
XapakTepa II0 HeIONMyIIEHHIO BO3IEHCTBUS HAa TeXHAYECKHE CpeficTBA 00paboTKH
uH(pOPMALIHH, B pe3yJIbTaTe KOTOPOro HapymaeTcs HX GyHKIMOHUPOBAHHUE,

- opramsyer W (W) [POBOIUT 3KCIEPTU3Y TEXHHUYECKUX CPEICTB,
HCIIONB3yeMBIX Tpu 00paboTke HMHQOpMamMKM Ha IPEIMET COOTBETCTBHS
BO3MOXHOCTEH 3aIMUThl HHGOpPMAIlHM YyKa3aHHBIX CPEICTB YCTaHOBICHHBIM
TpeOOBAHUSIM. :

7. Cnyx0a pa3pabarThlBacT W pearu3yeT Mephl IO HH(MOPMUPOBAHHIO U
obyuenuro nepconana Omeparopa, B TOM 4YHCIe BHOBb NPHHMMAEMBIX Ha paboTy
JIMII, TIO BOIPOCAM 3aIlUThl HHOOPMALUK U IIEPCOHATBHBIX JaHHBIX.

8. Ciyx6a KOHTPOJIHPYET BHITIONHEHNE YCTAHOBIIEHHBIX TPeOOBaHMIA 110:

- OCYIIeCTBIEHIIO 0OOMEHa MEPCOHANBHBIME JaHHBIMHU IIPU HX 00paboTKe B
UH(OOPMAIMOHHBIX ~ CHCTeMax IO KaHajaM  CBf3W, 3ai(uTa  KOTOPBIX
obecreunBaeTcs MyTeM peaju3aliid COOTBETCTBYIOLIUX OPraHU3allMOHHBIX MEp H
(unm) myTeM IIPUMEHEHMs TEXHUYECKUX CPEIICTB:

- pasMeIIeHnIo HHOOPMAIHOHHEIX CHCTEM, CTIEMUATILHOIO 0G0PyIOBAHHS H
OXpaHe MOMEIEHNM, B KOTOPHIX BeJeTcs paboTa C. IEepCOHATIBHBIMU JNaHHBIMH,
OpTaHU3aIMK PeXUMa oOecrieueHns: Ge30IacHOCTH B STHX HOMENICHUSX B YacT
obecreueH sl COXPaHHOCTH HOCHTENEH IepCOHANBHBIX JaHHBIX U CPEICTB 3aIlUTHI
napOpMaIliK, a TaKkkKe WCKIOYEHNs BO3MOXHOCTH HEKOHTPOIUPYEMOTO
IPOHUKHOBEHHS WK NPEObIBaHKS B 3TUX MOMEIIEHHUSIX IOCTOPOHHUX JIHIL;

- COOJIIOJICHHIO TTAPOIIEHOM 3aIUTHL,

- COOMIONEHMIO YCTAHOBIEHHOIO periaMeHTa paboThl C JNEKTPOHHOM
IOYTOi; .

- COONIONEHHI0 TpeOOBaHHMH K IIPOTpaMMHOMY OOECIEYEHHI0 U  €ro
HCIIOJIE30BAHMUIO. .

9. B coorBercTBUM ¢ TpeOOBaHHUSMY, YCTaHOBJIECHHBIMH HOPMaTHBHO-
ripaBoBeIME akTamu, Cityk6a o0ecrieurBaeT:

- ompejelneHHe Yrpo3 0e30IacCHOCTH IEPCOHANBHBIX JIaHHBIX IPH HX
00paboTKe, POpMUPOBaHKE HA HX OCHOBE MOJIEITH YIPO3;

_ - Pa3spaboOTKy Ha OCHOBE MOJEIH YIpO3 CHCTEMBI 3alUTHl IE€PCOHANBHBIX
NAHHBIX, o0ecreunBalolieii HeHTpalu3alHMIO0 NpeArojaraeMbix yrpos ¢
WCIIONB30BaHMEM METOJOB M CIOCOOOB 3alllUThl IEPCOHANBHBIX JIAHHBIX,
TIpe/lyCMOTPEHHBIX JUIsl COOTBETCTBYIOIIETO Klacca HH(GOPMAIOHHBIX CHCTEM;

‘- IIPOBEPKY FOTOBHOCTH CPEJCTB 3alIUTHI HH(OPMAIWH K HCIIOIb30BaHUIO C
COCTAaBJIEHHEM 3aKJTF0YSHUH 0 BOBMOKHOCTH UX SKCILTyaTalliu;

- YCTAaHOBKY W BBOJ B OJKCILUIyaTalMi0 CPEJICTB 3allAThl MHGOpMALUU B
COOTBETCTBHU C SKCILTYyaTALMOHHON U TEXHUIECKOH JOKYMEHTaIHEH;

- o0ydeHHe W, WCIONB3YIOMMX CPEICTBA 3alUTH HMH(OpMarwy,
IpUMeHseMEIe B MH(OPMAIMOHHBIX CHCTEMaX, IPaBIIIaM paboThi C HUMH,



- yUeT NIPHMEHAEMBIX CPEJICTB 3alUT HHMOPMAIAY, SKCILTyaTal[HOHHON 1
TeXHUYECKOM JOKYMEHTAIMH K HMM, HOCHUTENeH epCOHAIBHBIX JAHHBIX; -

- y4Yer JHMIN, IOIYNIEHHBIX K paboTe ¢ HepCOHaHBHBIMH IaHHBIMH B
MHPOPMAIUOHHOMN CUCTEME; -~

- KOHTpONb 3a COOJIONCHMEM YCIOBHI HCIONB30BaHMUA CPEJCTB 3all[UThL
MHQOpMAIMH,  INPEIYyCMOTPEHHBIX  OKCIUTyaTal[HOHHOH ¥ TeXHMYECKOH
JHOKYMEHTalIeH; ‘

- pa36op M COCTABIEHWE 3aKIFOYEHMI 110 (pakTaM HeCOONIOJCHHs yCIOBUH
XpaHeHHs] HOCHTENeH MEePCOHANBHBIX JaHHBIX, MCIIOB30BAHUS CPEACTB 3alllUTHI
HHGOPMAITAK, KOTOphIE MOTYT TPHBECTH K HapyLICHWIO KOHQUICHIMATBLHOCTH
TIEpCOHANBHBIX JAHHBIX WM JPYTHM HapyLICHHsSM, NPUBOASIIMM K CHHXKEHUIO
YPOBHS 3alMIICHHOCTH MEPCOHAIBHEIX IAHHBIX, Pa3pabOTKy U IPUHATHE MEp MO
TIPeOTBPALICHHIO BO3MOXKHBIX OIIACHBIX MOCIEACTBUI TONOOHEIX HapyLIEHHH;

- ONHCaHHE CHCTEMBI 3aIUTH MHGOPMALME, B TOM YHCJE MEPCOHATBHBIX
JIAHHBIX; | ) _

- @XerofHoe IaHUPOBAaHHE PabOTHl MO COBEPLICHCTBOBAHWUIO CHCTEMEI
3aIIATH KHQOPMAIMH, B TOM JHCIIE IEPCOHANBHBIX TaHHBIX;

- IIOATOTOBKY ¥ IIPEOCTABJIECHAE OTUETOB pyKoBoACTBY Omeparopa, a TakKe
Mo TpeGOBAaHMIO HAA30DHBIX M WHBIX  YIOIHOMOYEHHBIX OpPTaHOB 06
OpraHM3aIMOHHEIX M TEXHUYECKUX MEPOIPUSITHSX II0 3aIlUTe HHPOPMAIUH, B TOM
qpCIIe IEPCOHANIBHBIX JaHHBIX;

- IOCTOSIHHBIA KOHTPOIb 3a  obecredyeHHeM YpOBHS 3QNUINEHHOCTH
uHopMaIuu.

5. Bzaumooeiicmeue

Jliist peleHns MOCTABICHHBIX 3a/iad M OCYILIECTBIECHUS TPEIyCMOTPEHHBIX
nacrosmuM IonoxerueM ¢yukimii Ciryx6a B3anMOIeHCTBYeT:

- ¢ IFoOBIMU HHBIMHE TToApasaenenusMu Omnepatopa;

- ¢ TOCYJapCTBEHHBIMU, MYHHIUIATIbHBIMA OpPraHaMy, YYpPeKACHUIMH u
OpraHM3alMsIMK, C HAI30PHBIMHM OpraHaMM, a TaKke C HHBIMH OpraHaMd,
HpEANPUTHSIMI U OPraHU3aLUAMH. | ‘

B x0/1e B3aMMOIeHCTBHS PYyKOBOAUTEND U COTPYXHUKH CiryKOBI:

- B yCTAHOBJIEHHOM IOPSJKE, IIOTyJat0T HEOOXOIUMYIO IS OCYIIECTBICHHU
nesTensHocTH CiykO5I HHQOPMAITHIO, Pa3bsICHEHHS, YyTOYHCHYS, HOPMAaTHBHEIE 1
UHEBIE IOKYMEHTEHI;

- TOTOBST ¥ B YCTaHOBJEHHOM IIOPsiiKe BHOCAT pykoBoacTBY Oreparopa
TIPEIOKEH s TI0 MPOBEIEHUIO OPraHU3alUOHHBIX ¥ TEXHHIECKUX MEePOIPUSTHH,
V3MAHUIO JIOKANGHEIX HOPMATHBHBIX 4KTOB, [PHHSTHIO MHBIX Mep IO
YCTAHOBIICHHBIM HAIIPABJICHUSM IESTENFHOCTH B cdepe 3aIIuThl MH(MOPMALIH, B
TOM HYHCJie TIEPCOHATBHBIX JaHHBIX;

- TOTOBST U B YCTAHOBIEHHOM IOPS/KE HPEIOCTABISIOT HHGOPMALHIO [0
HaXOISIIMCS B X KOMIETEHIIMH BOIIPOcaM B cepe 3aiuThl HHQOpMaluK, B TOM
qpcile IIepCOHANBHBIX JaHHBIX, II0 3ampocaM HojpasfeneHuii  Omeparopa,



rOCYHapCTBEHHBIX, MYyHHULHMIAIBHBIX OpPraHOB, YUPEeXJIEHHH W OpraHW3alui,
HA{30PHBIX OPTAHOB, 4 TAK)Ke UHBIX OPraHOB, IPEANPUATAN ¥ OPraHK3aIliii.

e

6. OmeemcmeeHHOCMb

PyxoBomurens CimyxGsl W OTBETCIBEHHBIH 3a  MHGOPMAIOHHYIO
0e30MmacHOCTh HeCYyT OTBETCTBEHHOCTh Ilepesl pyKoBozacTBoM Omepatopa
COITIaCHO  JIEHCTBYIOINEMY 3aKOHOIATENbCTBY, HOPMAaTHBHO-NPABOBBIM  H
JIOKaIIbHBIM HOPMATUBHBIM TIPaBOBEIM aKTaM 3a o0ecIeueHue:

- BRIIOJIHeHHs TocTaBleHHBIX mepen CiyxOoi 3amad M (QyHKIHMMA, MpaBHII
BHYTPEHHET'0 TPYIOBOI'O PaclopsiIKa,

- paloTBl ¢ JOKYMEHTaMH M MX COXPaHHOCTH, CBOECBPEMEHHOTO H
KaueCTBEHHOTO MCIIONHEHHS OpyYeHUH 1 0OpalleH .

MaTepranbHyl0 OTBETCTBEHHOCTh 32 COXPAaHHOCTh mMyllecTBa OmnepaTopa
HecyT corpyaHuku CiryxObl, NpHHSBIIME €r0 Ha OTBETCTBEHHOE XpaHEHUC,
COTTIACHO JEHCTBYIOIIEMY 3aKOHOJAATENLCTBY, JIOKAIbHBIM  HOPMAaTUBHBIM
IIPaBOBLIM aKTaMK ¥ JOTOBOPOM O MaTePUaIbHON OTBETCTBEHHOCTH.

OTBETCTBEHHOCTH Hepe] pykoBoautenem CiryObI 3a OIlepaTHBHYIO PaboTy ¢
IOCTYNAMOIIAMH JTOKyMEHTaMK M KOHTPOJIb 38 UX HCIIOJHEHUEM B TIOJ{Pa3/elIeHNH,
HECeT COTPYAHHK, HA3HAYEHHBI OTBEICTBEHHBIM 32 MH(OPMAIMOHHYIO
OesomacHocTh Orneparopa. :

Bee corpyauuka CryxObl HECYT OTBETCTBEHHOCTB IEPEN PYKOBOAUTEIEM
Cnyx0bl W PYKOBOACTBOM OmnepaTopa 3a CBOEBPEMEHHOE H KadeCTBCHHOES
BEHITIOJTHEHHE: _ _ .

- TpeGoBaHHMIi EHCTBYIOLIEr0 3aKOHOJATeNhCTBA Poccuiickor denepanny,
WHBIX HOPMATHBHO-TIPABOBEIX JOKYMEHTOB, PETIaMEHTHPYIOIINX olecrieueHne
3amuTHl MHGOPMALUH, B TOM YHCIe obecredenre 0e30MacHOCTH MpH obpaboTke
TEePCOHAJIBHBIX JAHHEIX; |

- 0Bs3aHHOCTEH, TpenycMOTpeHHBIX TpynoBEIM KojekcoM PO, mpaBuiamMu
BHYTPEHHETO TPYJIOBOIO DPAacmopsika, KOIIEKTUBHBIM [OrOBOPOM, HACTOSIINM
[NonoskeHneM, TPYAOBBIMU IOTOBOPaMH U JIOJDKHOCTHBIMH MHCTPYKIMAMU.



